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Risk Management and the Board of Directors

l. INTRODUCTION

Balancing risk and reward has never been more challenging than it is today.
Companies face risks that are more complex, interconnected and potentially devastating than
ever before. Over the past two years, a perfect storm of economic conditions has triggered an
extraordinary downward spiral from which we are only recently beginning to emerge: the
subprime meltdown, liquidity crises, extreme market volatility, controversial government
bailouts, consolidations of major banking institutions and widespread economic turmoil both in
the U.S. and around the world. Against the background of the global financial crisis and the still
uncertain global economy, companies are re-assessing their strategies for responding to the
challenges and pressures of the new environment. Risk—and in particular the risk oversight
function of the board of directors—has taken center stage in this re-assessment, and expectations
for board engagement with risk are at all-time highs. Risk from the financial services sector has
contributed to large-scale bankruptcies, bank failures, government intervention and rapid
consolidation. And the repercussions have spread to the broader economy, as companies in
nearly every industry have suffered from the effects of a global constriction of the credit markets,
sharply reduced consumer demand and volatile commodity prices, currencies and stock prices.

The public and political perception that undue risk-taking was central to the
breakdown of the financial and credit markets has fueled an extensive legislative, regulatory, and
even judicial focus on risk management and risk prevention. A number of legislative and
regulatory proposals that address or touch upon risk-related items are currently pending. The
Securities and Exchange Commission recently proposed disclosure rules that would require
discussion in proxy statements of the board’s role in overseeing and managing risk and the
relationship between a company’s overall employee compensation policies and risk
management. Bills introduced in Congress have called for independent risk committees
responsible for the establishment and evaluation of risk management practices to be formed at
large financial institutions as well as other publicly listed companies. Risk management is also
likely to receive heightened focus by shareholder activists and other “good governance”
proponents, and the SEC has recently liberalized its approach to shareholder proxy proposals
addressing risk oversight. While we expect that the business judgment rule will survive the
financial crisis intact, boards and companies should remain mindful in the current environment
of the possibility that courts may apply new standards, or interpret existing standards, to increase
board responsibility for risk management. Finally, the reputational damage to companies and
boards of flawed risk management processes must also be considered.

What exactly is the proper role of the board in corporate risk management? The
board cannot and should not be involved in actual day-to-day risk management. Directors
should instead, through their risk oversight role, satisfy themselves that the risk management
processes designed and implemented by the company’s risk managers are consistent with the
company’s corporate strategy and are functioning as directed, and that necessary steps are taken
to foster a culture of risk-aware and risk-adjusted decision-making throughout the organization.
Establishing the right “tone at the top” of the corporation is one of the most important factors in
ensuring that a board functions effectively and is able to meet all of its responsibilities,
particularly with respect to risk oversight. Through its oversight role, the board can send a
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message to the company’s management and employees that comprehensive corporate risk
management is neither an impediment to the conduct of business nor a mere supplement to a
firm’s overall compliance program, but is instead an integral component of the firm’s corporate
strategy, culture and value-generation process. Much has been said on the need for boards to
find the right balance between monitoring compliance and advising on strategy. In the arena of
risk oversight, these dual roles of monitor and strategic advisor converge.

A company’s risk management system should function to bring to the board’s
attention the company’s most material risks and permit the board to understand and evaluate how
those risks interrelate, how they affect the company, and how management addresses those risks.
Given the challenges and complexities of the current risk environment, companies may want to
refocus on industry experience and qualifications in their new director selection process, and, in
addition, provide tutorials to help their directors better understand and assess the risks the
company faces. Proposed revisions to proxy statement disclosure obligations would expand
required information about directors and director nominees, mandating a discussion of the
specific experience and skills relevant to service as a director and, where applicable, as a
committee member.

The board should also consider the best organizational structure to give risk
oversight sufficient attention at the board level. In some companies, this may include creating a
separate risk management committee or subcommittee. In others, it may be most effective to
schedule the review of risk management as a dedicated and periodic agenda item for an existing
committee such as the audit committee, coupled with periodic review at the full board level.
Risk management can also be allocated among existing committees as long as the committees
coordinate their risk management efforts and share information appropriately with each other and
with the full board. While no “one size fits all,” it is important that risk management be a
priority and that a system for risk oversight appropriate to the company be in place.

This memorandum outlines the risk oversight obligations of the board of directors
and certain best practices derived from governmental, regulatory and other sources and provides
recommendations for structuring and improving risk oversight at the board level. Attached as
Appendix A to this memorandum is a discussion of some of the common areas of risk that
companies may face.

11. THE RISK OVERSIGHT FUNCTION OF THE BOARD OF DIRECTORS

A board’s risk oversight responsibility derives primarily from state law fiduciary
duties, federal laws and regulations, stock exchange listing requirements, and certain established
(and evolving) best practices:

State Law Fiduciary Duties

The Delaware courts have developed a framework for assessing whether board
oversight of risk management, in any given case, satisfies the directors’ fiduciary duties. The
basic rule is that directors can only be liable for a failure of board oversight where there is
“sustained or systemic failure of the board to exercise oversight—such as an utter failure to
attempt to assure a reasonable information and reporting system exists,” noting that this was a
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“demanding test.” In re Caremark International Inc. Derivative Litigation, 698 A.2d 959, 971
(Del. Ch. 1996). In cases since Caremark, the Delaware courts have made clear that there would
be no liability under a Caremark theory unless the directors intentionally failed entirely to
implement any reporting or information system or controls or, having implemented such a
system, intentionally refused to monitor the system or act on warnings it provided.

The February 2009 Delaware Court of Chancery decision in In Re Citigroup Inc.
Shareholder Derivative Litigation demonstrates that the Caremark standard remains intact, even
in the current environment. The plaintiffs in the case alleged that the defendants, current and
former directors of Citigroup, had breached their fiduciary duties by not properly monitoring and
managing the business risks that Citigroup faced from subprime mortgages and securities, and by
ignoring alleged “red flags” that consisted primarily of press reports and events indicating
worsening conditions in the subprime and credit markets. Declaring that “oversight duties under
Delaware law are not designed to subject directors, even expert directors, to personal liability for
failure to predict the future and to properly evaluate business risk,” the Court dismissed these
claims. In doing so, the Court reaffirmed the “extremely high burden” plaintiffs face in bringing
a claim for personal director liability for a failure to monitor business risk and that a “sustained
or systemic failure” to exercise oversight is needed to establish the lack of good faith that is a
necessary condition to liability. The decision also drew an important distinction between
oversight liability with respect to business risks and oversight liability with respect to illegal
conduct, emphasizing that Delaware courts will not permit “attempts to hold director defendants
personally liable for making (or allowing to be made) business decisions that, in hindsight,
turned out poorly.” Bad business decisions are not evidence of bad faith.

The Citigroup court observed that its decision to block further litigation against
the Citigroup directors could be thought to be at variance with the result in another recent
Delaware case involving shareholder claims arising out of conduct by American International
Group, Inc. (AIG). Inthe AIG case, the Court of Chancery allowed claims based on alleged
fraud and illegalities at AIG to survive a motion to dismiss, relying in part on a theory that the
defendants (some of whom were AIG directors) had “consciously failed to monitor or oversee
the company’s internal controls.” However, the individual defendants in the AIG case were
executives and inside directors who were allegedly “directly knowledgeable of and involved in
much of the wrongdoing,” rather than independent, non-executive directors. Moreover, the
Citigroup court relied on the distinction between business decisions and matters of corporate
fraud and violations of law.

Overall, the cases reflect that it is difficult to show a breach of fiduciary duty for
failure to exercise oversight and that the board is not required to undertake extraordinary efforts
to uncover non-compliance within the company, provided a monitoring system is in place. In
light of the ongoing political and legislative focus on risk oversight, however, boards should
recognize the possibility that what constitutes a “red flag” and what constitutes conscious
disregard may be evaluated in the future with heightened scrutiny. Moreover, it is important to
note that the courts have taken the view that if a breach of duty for failure to exercise oversight is
found, directors are not protected by corporate exculpation or indemnification provisions.

To avoid risk of Caremark liability, boards should ensure that the company
implements appropriate reporting and monitoring systems tailored to each type of material risk
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applicable to the company. The board should periodically review these monitoring systems and
ask management and/or outside consultants for an assessment of the systems’ adequacy. The
board should be sensitive to “red flags” or “yellow flags,” causing them to be investigated if
appropriate, and should document these activities in minutes or other documents that accurately
convey the time and effort spent by the board and its advisors. With respect to compliance
matters, the monitoring system should include reports on material regulatory proceedings, or
material regulatory fines or censures. The board should treat material regulatory proceedings as
worthy of board monitoring.

Federal Laws and Regulations

Federal legislation and regulations often address risk management issues. In
addition, companies with business operations in countries outside the U.S. should be aware of
legal requirements in each such jurisdiction. Whether or not a direct obligation relating to risk
management is imposed on the board, such laws and regulations will influence the risk
management activities that a company should undertake. In the context of the current
environment and focus on risk management and risk oversight, a failure by the board to oversee
a system of compliance with material legal requirements may not only raise issues under state
fiduciary duty standards, but, depending on the type of legal requirement at issue, may also give
rise to other claims such as tort liability or even criminal liability. Thus, the board should be
made aware of material legal requirements applicable to the company, and seek assurance that
the company has taken these requirements into account in constructing its risk management
system.

Proposed Legislation. In response to the financial crisis, Congress and federal
agencies have proposed new legislation regarding risk management disclosure and oversight.
Much of this proposed legislation focuses on the intersection between risk management and
compensation practices. While financial institutions have been the focus of many of the
proposals, the importance of aligning risk exposures with the company’s appropriate risk
tolerance and the relationship between risk-taking and compensation has implications for non-
financial companies as well. In May 2009, Senator Charles Schumer introduced the so-called
“Shareholder Bill of Rights Act of 2009” which, among other things, would require all public
companies to create separate risk committees responsible for the establishment and evaluation of
risk management practices and comprised entirely of independent directors. The bill has been
criticized for its “one size fits all” approach to risk management and its potential to exacerbate
the problem of balkanization and fragmentation in the boardroom. Similarly, legislation
proposed by Senator Christopher Dodd would require covered financial institutions to establish
such a committee for supervising enterprise-wide risk management practices. The committee
would include independent directors and, significantly, at least one risk management expert
having experience in identifying, assessing, and managing risk exposures. It is not yet clear
whether these proposals will eventually be enacted.

Securities and Exchange Commission. In July 2009, the SEC proposed rules that
would require companies to provide greater disclosures about their risk oversight practices,
including information as to the board’s role in risk management. The relationship between a
company’s overall compensation policies and its risk profile would also need to be disclosed, as
would additional information concerning the qualifications and experiences of directors and
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director nominees. In addition, the SEC has made policy changes to facilitate the ability of
shareholders to submit shareholder proxy proposals relating to risk oversight and management.
This reflects the SEC’s conclusion that “the board’s role in the oversight of a company’s
management of risk is a significant policy matter regarding the governance of the corporation.”

Executive Compensation and Risk-Taking. Concern that compensation
arrangements have encouraged excessive risk-taking has led to a battery of sweeping legislative
and regulatory responses that would regulate executive compensation and company-wide
compensation policies and impose heightened disclosure obligations. Recommendations
included in the Declaration of the Summit on Financial Markets and the World Economy, issued
by the White House on November 15, 2008, state that “Financial institutions should have clear
internal incentives to promote stability, and action needs to be taken, through voluntary effort or
regulatory action, to avoid compensation schemes which reward excessive short-term returns or
risk-taking.” In June 2009, Treasury Secretary Timothy Geithner indicated that in the Obama
Administration’s view, the financial crisis was attributable in part to “[i]ncentives for short-term
gains [that] overwhelmed the checks and balances meant to mitigate against the risk of excess
leverage.” Accordingly, Secretary Geithner called for improved alignment between
compensation paid to executives and the long-term risks borne by the company. He also
advocated increased transparency around risk management and strengthened authority for risk
managers to improve their effectiveness.

While the spotlight on compensation initially fell most heavily on financial
institutions, given the uncertainty engendered by this barrage of congressional and regulatory
proposals, financial and non-financial companies alike should review their compensation plans
and programs in the context of risk management and risk oversight with a view to whether the
compensation structure encourages excessive risk-taking. To the extent that compensation is
viewed publicly or politically as creating incentives to take on inappropriate risks, the interaction
between compensation and risk will inevitably find its way into other legislative and regulatory
responses and/or become a focus of shareholder activism and media attention. “Say-on-pay”
rules and legislation requiring shareholder advisory votes on executive compensation will put
additional spotlight on compensation practices.

Sarbanes-Oxley. The Sarbanes-Oxley Act of 2002 imposes numerous
requirements on companies and boards, including audit committee oversight of auditors,
CEOI/CFO certification of quarterly and annual financial statements and reports, maintenance of
internal financial controls and disclosure controls, enhanced disclosure of non-GAAP financial
measures in public disclosures, and a ban on personal loans to directors and officers. While not
directly tied to risk oversight, compliance with Sarbanes-Oxley obligations should take into
account risk management issues as well. For example, in determining the effectiveness of
financial controls, or in the certification process for financial statements, the company should
focus on whether material risks are identified and disclosed as part of the process. In reviewing
the company’s compliance with Sarbanes-Oxley obligations, the board should inquire as to
whether these risk management issues have been taken into account.

Federal Sentencing Guidelines. Under the federal sentencing guidelines relating
to corporate criminal liability, a company may, under some circumstances, receive more lenient
punishment if it has in place an effective compliance and ethics program. For such a program to
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qualify, the company must exercise due diligence and establish standards and procedures to
prevent and detect criminal conduct and *“otherwise promote an organizational culture that
encourages ethical conduct and a commitment to compliance with the law.” In addition, the
board must know about the content and operation of the program and exercise oversight with
respect to its implementation and effectiveness. Given that non-compliance with law may be a
key risk area for a company, this kind of compliance and ethics program should be integrated
with the company’s risk management program and reviewed as part of board and committee
oversight of risk management.

Other Laws and Regulations. Compliance with laws and regulations as a general
matter should be part of an effective risk management system. A number of the material risks
outlined in Appendix A, including fraudulent conduct by employees, foreign corrupt practices,
products liability, health and safety, environmental compliance, data security, customer privacy,
employment practices, and antitrust compliance, are governed by various legal requirements.
Again, the role of the board is not to manage compliance with these requirements on a day-to-
day basis, but to be comfortable that the company has a system to address these compliance
issues adequately and to bring to the board’s attention material problems and risks that may arise
in connection with this compliance.

Stock Exchange Rules

New York Stock Exchange rules impose certain risk oversight obligations on the
audit committee of a listed company. Specifically, while acknowledging that “it is the job of the
CEO and senior management to assess and manage the listed company's exposure to risk,”
NYSE rules require that an audit committee “discuss guidelines and policies to govern the
process by which risk assessment and management is undertaken.” Discussions should address
major financial risk exposures and the steps the board has taken to monitor and control such
exposure, including a general review of the company’s risk management programs. The NYSE
rules permit a company to create a separate committee or subcommittee to be charged with the
primary risk oversight function as long as the risk oversight processes conducted by that separate
committee or subcommittee are reviewed in a general manner by the audit committee, and the
audit committee continues to discuss policies with respect to risk assessment and management.

Industry-Specific Guidance and General Best Practices Manuals

Boards may also derive guidance on their risk oversight role from various
industry-specific regulators and private organizations that publish suggested best practices.
Examples of these include:

National Association of Corporate Directors—Blue Ribbon Commission on Risk
Governance. In October 2009, the NACD published a report that provides guidance on and
principles for the board’s risk oversight activities, the relationship between strategy and risk, the
board’s role in relation to particular categories of risk and ten principles for effective risk
oversight. These principles include understanding key drivers of success for the business and
associated risks in the company’s strategy, crafting the right relationship between the board and
its standing committees as to risk oversight, establishing and providing appropriate resources to
support risk management systems, monitoring potential risks in the company’s culture and
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incentive systems and developing an effective risk dialogue with management. Categories of
risks include governance risks, critical enterprise risks, board approval risks, business
management risks and emerging and non-traditional risks.

Committee of Sponsoring Organizations of the Treadway Commission. COSO, a
private-sector organization sponsored by professional accounting associations and institutes,
published an integrated enterprise risk management framework in 2004 that is now
internationally recognized. Promoting an enterprise-wide perspective on risk management, the
framework provides a benchmarking tool and offers detailed guidance on how a company may
apply and implement enterprise risk management procedures in its strategic planning and across
the entire organization. The COSO approach presents eight interrelated components of risk
management: the internal environment (the tone of the organization), setting objectives, event
identification, risk assessment, risk response, control activities, information and communications,
and monitoring. COSO periodically releases guidance to supplement the framework and assist
companies in shaping conforming procedures. A COSO 2009 enterprise risk management
release stresses the specific importance of the board of directors to enterprise risk management
and the need for the board to understand and shape the organization’s risk appetite, risk
philosophy and risk portfolio and to assure that risk management mechanisms are aligned and
effective.

Banking Industry. In the highly regulated banking industry, the Board of
Governors of the Federal Reserve System, the Federal Deposit Insurance Corporation and the
Office of the Comptroller of the Currency routinely publish circulars, handbooks, manuals and
other materials prescribing effective risk management frameworks for banks and providing
guidance to boards of banks with respect to specific risks faced by banking institutions. These
regulators also provide direct guidance to boards on their risk management policies and
effectiveness vis-a-vis specific banking regulations during periodic reviews. As in any regulated
industry, it is important for regulated financial institutions to understand the principal general
risk areas being identified from time to time by regulators through supervisory letters, speeches,
enforcement or supervisory actions involving peer institutions and the like, and to understand
how their institutions are positioned with respect to such risks. At many financial institutions,
regulators work with company personnel on a daily basis, and the board should satisfy itself that
there is an adequate procedure in place to promptly alert senior management to problems or
tensions that develop in that relationship.

Other Industry-Specific Guidelines. Various industry groups and specialized risk
management organizations have produced manuals and guidelines outlining best practices for
managing risks specific to certain industries such as utilities, ports, nuclear materials
management and pharmaceuticals. Such guidance addresses the specific risk environment in the
respective industry and provides recommendations on risk management procedures and best
practices that boards and senior managers in these industries should consider when designing and
implementing risk management programs.

Reputational Issues

The threat of reputational damage from lack of adequate risk oversight provides
an overlay to the specific risk management-related laws, regulations, stock exchange rules and
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best practice manuals. Apart from the question of legal exposure, the board of a company whose
excessive risk-taking leads to a crisis or poor results will face criticism in the press, in the
political arena, and from shareholder activists. Under these circumstances, the board may also
face proxy contests, either from a competing slate or through withhold authority campaigns. For
example, Change to Win Investment Group has engaged in proxy attacks against directors that it
views as responsible for failures of risk oversight, initially focusing on the banking industry.

The business press and other activist groups also highlight and target directors that they view as
underperforming. With the current focus on risk oversight and management, one can expect that
these “lists of shame” will include a focus on companies perceived to have taken on excessive
levels of risk.

1. RECOMMENDATIONS FOR IMPROVING RISK OVERSIGHT

In fulfilling its risk oversight role, the board should focus on the adequacy of the
company’s risk management process and overall risk management system. Risk management
should be tailored to the specific company, but in general an effective risk management system
will (1) adequately identify the material risks that the company faces in a timely manner;

(2) implement appropriate risk management strategies that are responsive to the company’s risk
profile, business strategies and specific material risk exposures; (3) integrate consideration of
risk and risk management into business decision-making throughout the company; and

(4) include policies and procedures that adequately transmit necessary information with respect
to material risks to senior executives and, as appropriate, to the board or relevant committees.

The following sets forth recommendations that may help the board in carrying out
its risk oversight role:

Tone at the Top and Corporate Culture

Of critical importance in effective risk oversight and day-to-day risk management
is having the right “tone at the top” of the corporation. The “tone at the top” shapes corporate
culture and permeates the corporation’s internal and external relationships. The board and
relevant committees should work with management to promote and actively cultivate a corporate
culture and environment that understands enterprise-wide risk management, incorporates it into
overall corporate strategy and day-to-day business operations and gives high priority to risk-
aware and risk-adjusted decision-making. Comprehensive risk management should not be
viewed as hindering corporate progress, or isolated as a specialized corporate function, but
instead should be treated as an integral component that affects how the company measures and
rewards its success. Companies will, of course, need to incur risk in order to run their
businesses, and there can be danger in excessive risk aversion, just as there is danger in excessive
risk-taking. But the assessment of risk, the accurate calculation of risk versus reward, and the
prudent mitigation of risk should be incorporated into all business decision-making.

In setting the “tone at the top,” transparency, consistency and communication are
key: the board’s vision for the corporation, including its commitment to risk oversight, ethics
and intolerance of compliance failures, should be set out in the annual report and communicated
effectively throughout the organization. Risk management policies and procedures and codes of
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conduct and ethics should be incorporated into the company’s strategy and operations, with
appropriate supplementary training programs for employees and regular compliance assessments.

Risk Oversight Roles of the Board and its Committees

Most boards delegate oversight of risk management to the audit committee, which
is consistent with the N'YSE rule that requires the audit committee to discuss policies with
respect to risk assessment and risk management. For some companies, the scope and complexity
of risk management may make it desirable to create a dedicated risk management committee or
subcommittee to permit greater focus at the board level on risk management and oversight. The
appropriateness of a dedicated risk committee often depends on the industry and specific
circumstances of the company. Boards should bear in mind that different kinds of risks may be
best suited to the expertise of different committees—an advantage that often outweighs any
benefit from having a single committee specialize in risk management. The NYSE rule permits
boards to delegate the primary risk oversight function to a separate board committee, subject to
limited continuing audit committee oversight. Regardless of the delegation of risk oversight to
committees, however, the full board should satisfy itself that the activities of the various
committees are coordinated and that the company has adequate risk management processes in
place. To the extent risk oversight is a focus of one or more committees, those committees
should report key findings periodically to the full board.

If the company keeps the primary risk oversight function in the audit committee
and does not establish a separate risk committee or subcommittee, the audit committee should
schedule time for periodic review of risk management outside the context of its role in reviewing
financial statements and accounting compliance. While this may further burden the audit
committee, it is important to allocate sufficient time and focus to the risk oversight role
specifically. The goal should be to achieve serious and thoughtful board-level attention to the
company’s risk management process and system, the nature of the material risks the company
faces, and the adequacy of the company’s policies and procedures designed to respond to and
mitigate these risks.

Risk management issues may arise in the context of the work of other committees,
and the decision-making in those committees should take into account the company’s overall risk
management system. For example, the company’s compensation structure may benefit from
review to avoid incentives that promote excessive risk-taking. Moreover, specialized
committees may be tasked with specific areas of risk exposure. Banks, for instance, often
maintain credit or finance committees, while some energy companies have public policy
committees largely devoted to environmental and safety issues. Where different board
committees are responsible for overseeing specific risks, the work of these committees should be
coordinated in a coherent manner so that the entire board can be satisfied as to the adequacy of
the risk oversight function and the company’s overall risk exposures are understood, including
with respect to risk interrelationships.
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Risk Oversight Activities

In overseeing risk management, the types of actions that the board and

appropriate committees may consider taking include the following:

review with management the company’s risk appetite and risk tolerance, the ways
in which risk is measured on an aggregate, company-wide basis, and the setting of
aggregate and individual risk limits (quantitative and qualitative, as appropriate)
and the actions taken if those limits are exceeded,

review with management the categories of risk the company faces, including any
risk concentrations and risk interrelationships, as well as the likelihood of
occurrence, the potential impact of those risks and mitigating measures;

review with committees and management the board’s expectations as to each
group’s respective responsibilities for risk oversight and management of specific
risks to ensure a shared understanding as to accountabilities and roles;

review the risk policies and procedures adopted by management, including
procedures for reporting matters to the board and appropriate committees and
providing updates, to assess whether they are appropriate and comprehensive;

review management’s implementation of its risk policies and procedures, to
assess whether they are being followed and are effective;

review with management the quality, type and format of risk-related information
provided to directors;

review the steps taken by management to ensure adequate independence of the
risk management function and the processes for resolution and escalation of
differences that might arise between risk management and business functions;

review with management the design of the company’s risk management functions,
including as to potential coverage gaps and reporting lines of authority, as well as
the qualifications and background of senior risk officers and the personnel
policies applicable to risk management, to assess whether they are appropriate
given the company’s size and scope of operations;

review with management the means by which the company’s risk management
strategy is communicated to all appropriate groups within the company so that it
is properly integrated into the company’s enterprise-wide business strategy;

review internal systems of formal and informal communication across divisions
and control functions to encourage the prompt and coherent flow of risk-related
information within and across business units and, as needed, the prompt

escalation of information to management (and to the board as appropriate); and
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. review reports from management, independent auditors, internal auditors, legal
counsel, regulators, stock analysts, and outside experts as considered appropriate
regarding risks the company faces and the company’s risk management function.

Similarly, the COSO enterprise risk management framework highlights several
key areas that may contribute to effective board risk oversight, including understanding and
shaping the company’s risk philosophy, concurring with the company’s risk tolerance, knowing
the extent to which management has established enterprise risk management programs at the
company, reviewing the company’s portfolio of risk and considering it against the risk tolerance,
staying apprised of the most significant risks, and assessing the appropriateness of management’s
response to risk exposures.

The board may also consider scheduling an annual review of the company’s risk
management system, including a review of board- and committee-level risk oversight policies
and procedures, a presentation of “best practices,” to the extent relevant, tailored to focus on the
industry or regulatory arena in which the company operates, and a review of other relevant issues
such as those listed above. Regularly scheduled reviews do not replace the need to address
specific major issues when they may arise. For example, where a major risk comes to fruition
(e.g., a serious accident), management should thoroughly investigate the incident and report back
to the full board or the relevant committees as appropriate. In order to reduce the likelihood of
losses and to demonstrate good faith to regulators (and the media), conducting an intensive and
wide-ranging review of the particular incident or condition, including interviews with managers
and directors (and potentially involving outside consultants) should be considered.

Board Training and Tutorials

Understanding the material risks faced by a company and assessing the adequacy
of the company’s response to those risks requires an understanding of the company’s underlying
business. The content of orientation and training programs for new directors should be reviewed
to make sure that such programs enable directors to gain an understanding of the company’s
business quickly, and the company’s risk profile should be incorporated into that training. If
necessary, additional time and content should be devoted to educating new directors so that they
have a full picture of the company.

In addition to new director training, a company should consider the usefulness of
tutorials for directors on a continuing basis, as a supplement to board and committee meetings, to
help keep directors abreast of current industry and company-specific developments and
specialized issues. Offering site visits to directors, either within the framework of the board
meeting schedule or as part of training or tutorials, may be valuable for some companies where
physical inspection is important for appreciating the on-the-ground risks that the company faces.
For example, where applicable, a visit to a factory, offshore oil rig, mine, pharmaceutical lab, or
other relevant site may allow directors to assess firsthand some of the health and safety,
operational and other risks facing the company better than a report or written description.

Training and tutorials should be tailored to the issues most relevant and important

to the particular company and its business. For example, commercial banks and investment
banks that issue and deal in volatile securities and derivatives generally monitor their exposure to
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risk through daily calculations based on the market acting contrary to the assumptions made
when the positions were established or on the previous day by means of a complex calculation of
“value at risk.” A tutorial as to the assumptions and the manner of calculating value at risk is
important for understanding the risks such a company is facing, particularly in light of the
current financial and economic environment. In addition, many business decisions are made in
the context of the economic and political situation affecting the company, and a tutorial on the
economic and political environment in which the company operates is useful to a director’s
understanding of the company’s business. Outside experts may be helpful for some training, but
it is not necessary to seek outside expertise, and the company’s own experts are often in a better
position than outsiders to explain the specific issues faced by the company. While there is no
legal requirement that directors be given tutorials in order to satisfy their due care obligations,
such education can be very useful. In addition, shareholder activists and regulators are
increasingly pushing for this kind of continuing director education.

Board and Committee Composition

In response to corporate governance trends, companies have made great strides in
increasing the independence and diversity of their boards. In addition, active senior executives
have scaled back the number of outside boards on which they serve. One result of these trends,
however, is that companies often have a number of directors who come to board service without
personal, detailed knowledge of the industry in which the company operates and/or without
personal experience in private sector management. This makes director training, as discussed
above, all the more important. Given the challenging and complicated current risk environment,
a board may also want to consider a director’s background and experience in determining the
composition of any committees charged with risk management oversight and with respect to the
composition of the board as a whole.

When considering new director candidates, a board may want to place a greater
emphasis on seeking candidates with directly relevant industry or business expertise, to the
extent such expertise is not already well represented on the board. Where appropriate,
consideration should also be given to seeking candidates with technical sophistication in risk
disciplines relevant to the company and solid business experience that will provide relevant
perspectives on risk issues.

For a board on which the CEO is the sole management representative,
consideration may also be given to adding a second or third management representative, such as
the COO, CFO, or Chief Risk Officer, to provide an additional source of direct input and
information on the company’s business, operations, and risk profile in the boardroom. While a
company should establish direct lines of communication between non-CEO executives and the
board or relevant committees, actual membership on the board may be an effective means at
some companies of obtaining regular, consistent and ongoing input from such executives at the
board level.

Lines of Communication and Information Flow

The ability of the board or a committee to perform its oversight role effectively is,
to a large extent, dependent upon the relationship and the flow of information between the
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directors, senior management, and the risk managers in the company. If directors do not believe
they are receiving sufficient information—including information regarding the external and
internal risk environment, the specific material risk exposures affecting the company, how these
risks are assessed and prioritized, risk response strategies, implementation of risk management
procedures and infrastructure, and the strength and weaknesses of the overall system—they
should be proactive in asking for more. Directors should work with management to understand
and agree on the types, format and frequency of risk information required by the board. High-
quality, timely and credible information provides the foundation for effective responses and
decision-making by the board.

Any committee charged with risk oversight should hold sessions in which it meets
directly with key executives primarily responsible for risk management, just as an audit
committee meets regularly with the company’s internal auditors and liaises with senior
management in connection with CEO and CFO certifications for each 10-Q and 10-K. In
addition, senior risk managers and senior executives should understand they are empowered to
inform the board or committee of extraordinary risk issues and developments that need the
immediate attention of the board outside of the regular reporting procedures. In the financial
institutions context, various working groups have published guidance concerning risk oversight
and risk management, including with respect to risk-related committees. These groups
recommend that such committees secure the attendance and participation of executives and
senior leaders from key business lines, independent risk managers and control functions. An
appropriate overlap of key business leaders, support leaders and enterprise executives across
functions is also viewed as critical to fostering firm-wide communication and cooperation.

Legal Compliance Programs

Senior management should provide the board or committee with an appropriate
review of the company’s legal compliance programs and how they are designed to address the
company’s risk profile and detect and prevent wrongdoing. While compliance programs will
need to be tailored to the specific company’s needs, there are a number of principles to consider
in reviewing any program. There should be a strong “tone at the top” from the board and senior
management emphasizing that non-compliance will not be tolerated. The compliance program
should be designed by persons with relevant expertise and will typically include interactive
training as well as written materials. Compliance policies should be reviewed periodically in
order to assess their effectiveness and to make any necessary changes. There should be
consistency in enforcing stated policies through appropriate disciplinary measures. Finally, there
should be a clear reporting system in place so that employees understand when and to whom they
should report suspected violations. A company may choose to appoint a chief compliance
officer and/or constitute a compliance committee to administer the compliance program,
including facilitating employee education and issuing periodic reminders. If there is a specific
area of compliance that is critical to the company’s business, the company may consider
developing a separate compliance apparatus devoted to that area.

Anticipating Future Risks

The company’s risk management structure should include an ongoing effort to
assess and analyze the most likely areas of future risk for the company, including how the
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contours and interrelationships of existing risks may change. Anticipating future risks is
obviously a key element of avoiding or mitigating those risks before they escalate into crises. In
reviewing risk management, the board or relevant committees should ask the company’s
executives to discuss the most likely sources of material future risks and how the company is
addressing any significant potential vulnerability. Significant changes in the external
environment, demographics, key relationships, technology, strategies, competitors, people and
processes relevant to a company all create risks to be managed and overseen.
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APPENDIX A — SOME COMMON AREAS OF RISK

The following is a non-exhaustive list of some of the risks commonly faced by
many major companies and business enterprises. Not every risk, of course, will be relevant to
every company, and the significance of various risks will also vary from company to company.
Accordingly, risk identification is an important starting point for construction of a
comprehensive risk management and risk oversight system. Senior executives should devote
time and attention to considering the most significant risks that face their company and educate
the board or appropriate committee with respect to those risks in the context of periodic reviews
of the company’s risk management structure.

Financial Risks

The global financial crisis has confirmed the importance and danger of financial
risks. The banking and financial services industries, of course, have been hard hit by
investments in risky financial instruments, including sub-prime loans, mortgage-backed
securities and structured investment vehicles. The risks associated with these investments have
received much attention and press. Companies in these industries are highly focused on trying to
sort through the damage inflicted by these investments and on developing systems for managing
and monitoring financial risks more effectively going forward.

Liquidity Risks. The financial crisis raised the specter of liquidity risk for
companies in all industries. Companies should be attentive to liquidity needs and risks and
consider appropriate stress testing procedures to measure the effects of potential liquidity shocks
both from operations and from disruptions in the financial markets. Liquidity self-testing
requires an appropriate monitoring system that examines the full spectrum of scenarios and the
array of sources that expose the company to liquidity risk. Adequate preparation involves, at
minimum, establishing early-warning signals, understanding liquid assets and shortfalls,
developing contingency plans, and identifying liquidity alternatives. Liquidity alternatives
include debt repurchases and exchange offers, refinancing options, non-core asset sales, joint
ventures, dividend reductions, balance sheet shrinkage, and implementation of operational
efficiencies.

Counterparty Risks. Separate and apart from credit default swaps and derivatives,
even the most prosaic transactions with a third party can expose a company to counterparty risk.
A company should regularly assess the likelihood and potential impact of insolvency on the part
of major customers, suppliers, dealers, and joint venture partners. Although the bankruptcy code
offers some protection, recovery in bankruptcy is prolonged and often inadequate. Where
necessary, companies may consider preventive measures—such as requiring increased collateral,
tightening trade credit terms, and identifying alternate counterparties—to safeguard against
counterparty risk.

Disclosure Risks
Disclosure-related risks can arise from ongoing reporting requirements and stock

exchange policies applicable to publicly traded companies, preserving the confidentiality of
material non-public information and ensuring compliance with Regulation Fair Disclosure with
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respect to selective disclosures, and insider trading liability stemming from improper trading or
“tipping.” The SEC and the Department of Justice have recently emphasized their commitment
to vigorous enforcement of laws designed to ensure a fair marketplace, particularly rules against
insider trading and selective disclosure, violations of which can result in criminal, civil and
administrative penalties and fines against both the company and the officer causing the violation.
This is also an area in which the potential for reputational damage is high.

A key component of managing disclosure-related risks is for companies to have a
robust system of public disclosure designed to fulfill the legal reporting requirements (including
Sarbanes-Oxley “disclosure controls and procedures” certifications) with respect to the
timeliness, accuracy and content of disclosures. Navigating rules with respect to voluntary
disclosures, particularly with respect to earnings guidance and management projections,
understanding when heightened disclosure obligations apply, and ensuring information is
communicated to management early enough to enable timely disclosure decisions to be made is
also important. Managing disclosure-related risks also requires protecting information that is
confidential and developing policies for responding to rumors and leaks. There should be clarity
within the company as to who is the appropriate spokesperson with respect to the media,
investors and governmental authorities.

The recent insider trading enforcement actions by the SEC against involving the
Galleon Group and many other individuals and entities with respect to trading in the securities of
many of high-profile and respected companies have underscored the seriousness of preserving
the confidentiality of corporate information and the importance of clear policies on
communications by management with securities professionals and investors. Even where insider
trading liability may not be present, having a member of senior management cited in an SEC
enforcement action as having allegedly been the source of information can have serious
reputational consequences, harming market and customer confidence in the company, and, at a
minimum, result in significant distraction.

Compliance with Regulation FD in particular has been an area of renewed focus
by the SEC. Regulation FD prohibits issuers from selectively disclosing material nonpublic
information to securities professionals and investors without disclosing the same information to
the public. Such public disclosure must be made simultaneously in the case of intentional
disclosures and promptly in the case of unintentional disclosures. Because materiality is often
judged in hindsight by whether the selectively disclosed information moved the market, erring on
the side of caution is advisable. Active company compliance programs, cooperation and prompt
corrective action can also make a difference.

Fraud

The increasing complexity of global companies, markets, underlying business
transactions, financing structures, and financial reporting processes, together with the
pervasiveness of ever-more-sophisticated information technologies, has widened opportunities
for fraud and other unethical behavior, such as theft, bribery, corruption, or accounts
manipulation, in many areas and from varied sources, including executives, employees, and third
parties. At the same time, the potential adverse implications and consequences of fraud have
reached new levels. A company with an employee or employees involved in fraudulent activities
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may face immediate monetary damages, other legal consequences, and damage to the company’s
reputation. In the longer term, the company may also encounter greater scrutiny by regulatory
authorities, the media, investors, customers and the broader public. In extreme cases, fraudulent
activity may lead to losing necessary licenses and the inability to continue conducting business.

It is important for the board and senior management to set the appropriate “tone at
the top” with respect to the company’s attitude toward corporate fraud and unethical behavior.
Increasingly, companies have codified specific guidelines, such as anti-fraud policies (which
may be a subset of the company’s code of conduct, code of ethics, or governance code). Such
policies should be made known throughout the company, and employees should be made aware
of fraud-related risks. The board should also ask the company to maintain appropriate
monitoring and auditing processes as well as effective mechanisms for reporting suspected
misconduct, such as through line management or anonymous whistle-blowing hotlines and other
appropriate fraud control reporting systems.

Bribery / Foreign Corruption

If a company is engaged in business activities abroad, attention should be given to
risks arising from potential violations of the Foreign Corrupt Practices Act and similar applicable
regulations. U.S. federal prosecutors have been expanding their enforcement of laws prohibiting
bribery of foreign officials against both U.S. and non-U.S.-based companies. Several prominent
multinational companies have faced allegations of serious violations of the FCPA or similar U.S.
or international anti-bribery regulations, including a case in which a company pleaded guilty to
bribing not only foreign government officials but also foreign private individuals. U.S.
investigators have also begun to employ innovative legal strategies in their efforts to curtail
foreign corruption. For example, the Department of Justice recently brought an action under
both the FCPA and the Travel Act, which prohibits using interstate or foreign commerce to
promote any “unlawful activity.”

Another new development in this area is an increase in the number of foreign
statutes similar to the FCPA. Thirty-eight countries have signed on to the anti-bribery
convention of the Organization for Economic Cooperation and Development, and according to a
2009 report of the convention, Germany, Norway and Sweden were all pursuing anti-corruption
cases. Germany in particular was reported to have more than 150 ongoing investigations, and
eleven more countries were reported to have moderate levels of foreign anti-bribery
enforcement.

Where applicable, a board should discuss the company’s FCPA compliance
program as part of its risk oversight role. Emerging best practices include (1) designating a
senior officer with relevant expertise to manage the program; (2) establishing anonymous
reporting mechanisms; (3) implementing internal controls to ensure that all potentially sensitive
payments are approved in advance; (4) conducting due diligence on the firm’s local agents and
partners; and (5) regularly auditing the business lines most likely to encounter FCPA-related
issues. Due diligence with respect to FCPA-related risks—and understanding the U.S.
Department of Justice’s guidance for minimizing the risk of inheriting FCPA liability—is also
important when acquiring a company with foreign business activities. Companies should follow
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similar procedures to stay current and ensure compliance with the anti-corruption statutes of any
foreign countries in which they are active.

Disasters

Companies should attempt to model and prepare crisis management procedures
for the potential occurrence of material disruptions in the financial system, terrorist attacks,
natural disasters such as earthquakes or tsunamis, weather extremes like hurricanes or floods, or
company-specific disasters such as industrial accidents. A company can take a variety of
preventive measures to respond to particular risks and the consequences arising therefrom. For
example, firms with facilities in areas that are vulnerable to seismic activity or regular floods
may wish—or be legally compelled—to build or retrofit in anticipation of an earthquake or a
flood. Insurance coverage and a variety of catastrophe-linked securities are also available to
companies seeking to protect the value of their physical assets.

Beyond measures addressing specific aspects of the anticipated risk scenario,
companies should consider comprehensive disaster planning to allow the firm to react
immediately to and cope with an emergency situation, to mitigate direct and indirect
consequences of the crisis, and to maintain business continuity. Disaster planning may address
many aspects of a response, including emergency procedures to evacuate people and important
assets, special responsibilities for crisis management, availability of alternate sites, information
and communication technology and other necessary infrastructure, alternate supply chain
scenarios, emergency staff planning, emergency liquidity planning, communication strategies,
product callback, exchange procedures, and the like.

Products Liability

Products liability risks arise both from the risk of large-scale damage awards
through jury verdicts or settlements in products liability lawsuits and from increasingly strict
product safety laws and regulations (violations of which may also be used against a company in a
private lawsuit). An example of recent legislation in this area is the Consumer Product Safety
Improvement Act, enacted in August 2008 in response to consumer product safety issues in
connection with a large number of recalls of imported goods which contained ingredients
deemed to be hazardous, including children’s toys, seafood, pet food, tires, and other products
imported from China and other countries. Besides implementing stricter rules for children’s
products, this Act also expanded the authority of the Consumer Product Safety Authority to
request recalls of defective products from manufacturers, distributors, importers and retailers and
increases the maximum penalty for violations to $15 million.

In addition, many foreign countries have introduced or significantly tightened
their respective products liability regulations, creating further sources of risk for U.S.
manufacturers, product sellers, or service providers doing business abroad to be sued or
subjected to government regulatory action under such regulations. This is particularly true for
the member states of the EU, as well as for many Asian jurisdictions such as China, Hong Kong,
Japan, India, Australia, and South Korea, all of which have adopted some form of products
liability act. Together with regulatory action in many of these countries, there has been a
significant rise in consumer awareness of legal rights in connection with defective products and
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also in the level of public and media attention to product safety issues. Accordingly, products
liability claims have increased in many of these countries.

A comprehensive program to manage products liability risks should include all
relevant business functions of the company, from engineering, procurement, manufacturing and
quality control to sales and distribution. Specific measures should be considered by companies
that outsource the engineering and/or manufacturing of products, such as (where possible)
obtaining approval rights over subcontractors and suppliers and control rights over outsourcing
by approved suppliers. This may be a particular concern when the outsourcing is to foreign
countries in which manufacturers may be subject to less strict safety standards than in the U.S. or
in those countries to which products are intended to be ultimately distributed. The same applies
where substantial portions of intermediate products, parts, or basic commodities are purchased
from third parties. Where material to the company, the board should be informed about the
company’s program and should review it periodically as part of its risk oversight role.

Health and Safety

Companies may be subject to an array of laws and regulations designed to ensure
the safety of their facilities, and a safety management system designed to comply with these
requirements should be part of a company’s risk management structure. Failure to do so can
expose the company to legal liability, fines, and reputational damage. For example, British
Petroleum settled more than 4,000 injury and property-damage claims generated by a major
explosion at its Texas oil refinery in March 2005. Following an investigation, the BP U.S.
Refineries Independent Safety Review Panel, a panel constituted by the U.S. Chemical Safety
and Hazard Investigation Board and led by former Secretary of State James Baker, concluded in
2007 that BP’s executive management and its refining line management had failed to ensure the
implementation of an “integrated, comprehensive, and effective” process safety management
system and that BP’s board “had not ensured, as a best practice, that management did so.”

Multinational corporations will, of course, need to account for health and safety
laws and regulations applicable to the jurisdictions in which they operate. The U.K.’s Corporate
Manslaughter and Corporate Homicide Act, for example, imposes duties of care with respect to
the systems of work and equipment used by employees or contractors, the condition of worksites
and other premises occupied by the company, and products and services supplied to customers.
The U.K. Sentencing Guidelines Council recently released for comment draft sentencing
guidelines for violations of the Act that provide that mitigating factors would include a good
safety record and a “responsible attitude” to safety, such as the “commission of expert advice” or
the consultation of employees or others affected by the organization’s activities. Aggravating
factors would include “cost-cutting at the expense of safety” and a “deliberate failure” to obtain
or comply with relevant licenses, at least where the process of licensing involves some degree of
control, assessment or observation by independent authorities with a safety responsibility. As
part of risk management oversight, the board or relevant committees should review with
management the programs in place to maintain the company’s facilities in compliance with
relevant legal standards and provide adequate safety training for employees.
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Environmental

Environmental risk stems from compliance issues under the many environmental
laws and regulations that may apply to the company and liability exposure from private lawsuits
claiming damages in connection with polluting activity. Environmental compliance has also
received increasing scrutiny in the political arena from governmental and non-governmental
organizations and in the public media. Environmental laws and regulations may also impose
strict liability on companies, under which a company may be responsible for remediation of
environmental problems relating to property it owns, even if the pollution was caused by prior
owners. In addition to the monetary or remedial liabilities that may be imposed for non-
compliance with environmental requirements or polluting activities, a company can experience
severe reputational damage, as in the case of the Exxon Valdez oil spill. Environmental risk, of
course, will be more material to some companies than others, but understanding exposure to this
risk should be part of the company’s risk assessment process and overall risk management
system.

Insurance

Insurance, both commercial insurance and self-insurance, covering operational
risks is part of a company’s risk management structure. In overseeing risk management, the
board or committee should be briefed on the company’s insurance programs, the type and level
of insurance coverage, and any material gaps in insurance. The review of the insurance program
should also include a general understanding of the cost of insurance coverage, the
creditworthiness of insurers, alternative risk transfer solutions, and how the company’s insurance
program compares to others in the industry, if known.

The board should also ensure that the company has up-to-date indemnification
arrangements in place for board members and has purchased adequate D&O insurance. These
arrangements should be reviewed periodically to give the board comfort as to the adequacy of
the company’s coverage. Retentions and exclusions in the D&O coverage should be explained
to the board so that the directors understand where they have protection and where they do not.

Information Technology

Information technology risks may arise in the context of securing the reliability
and functionality of the IT systems necessary to the company’s business operations and with
respect to ensuring the security and protection of customer and other data stored and processed
by those systems. Failures of IT systems can cause major business disruption, including
significant revenue and business losses, while breaches of IT system security can have legal
consequences such as private lawsuits and regulatory restrictions caused by compliance issues
with applicable data security regulations. Either can also cause significant reputational damage.
In the context of data security and privacy regulation, it is also important to keep in mind foreign
laws and regulations such as consumer privacy laws in Europe that are significantly stricter than
those in the U.S. Given the importance of information technology to most companies today,
information technology risk management will almost always be an important part of the
company’s overall risk management program.
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Intellectual Property

Safeguarding the integrity of a company’s intellectual property—including
patents, trademarks and copyrights, trade secrets, know-how and not-yet-protected intellectual
property—and preventing the misappropriation of another party’s intellectual property are both
important parts of overall risk management for many companies. Intellectual property can
represent a significant portion of a company’s value, particularly in R&D intensive industries or
industries that rely on branded products or services. At the same time, IP rights face risks of
appropriation and exploitation in today’s environment, as they often are relatively easily
accessible for other parties through the use of sophisticated technical means, such as spyware, or
by partners in business relationships with whom the company works globally, such as in joint
development or distribution cooperation, and who have access to intellectual property in the
course of such cooperation.

For companies in which IP rights are a material part of the business, the risks to
those rights and the programs to protect against such risks should be part of the company’s risk
management review. Management should review with the board or the committee the
company’s organizational structures and procedures for IP protection, including: (1) proper
recognition of inventions by employees, suppliers, joint ventures, and other parties;

(2) transformation of inventions into protected intellectual property rights of the company;

(3) adequate protection of trade secrets against misappropriation or loss of knowledge by or to
employees, consultants, partners, suppliers, vendors, or other third parties; (4) appropriate
processes to register and defend patent and other IP rights; and (5) sufficient diligence processes
to avoid the infringement of other parties’ protected IP rights.

Antitrust Compliance

Charges of price-fixing, the abuse of a dominant position and other
anticompetitive practices that violate U.S. and other antitrust laws can carry with them the
prospect of lengthy government investigations, heavy fines, reputational damage, and exposure
to private lawsuits. For companies with material international operations, this is also true with
respect to foreign antitrust laws and regulations. Antitrust compliance policies and procedures
should be part of the company’s overall risk management structure, and an overview of these
compliance programs should be part of the review of risk management with the board or relevant
committee. Companies have also been preparing for a shift in focus by federal antitrust
regulators towards more rigorous enforcement. Christine Varney, the current head of the
Department of Justice’s Antitrust Division, has signaled that the agency would strike a more
aggressive stance toward unilateral conduct, mergers, patent arrangements, and vertical
agreements, among other issues.

Employment Practices

Employment-related claims are most commonly based on alleged discrimination,
sexual and workplace harassment, wrongful termination, emotional distress, misrepresentation,
written or oral defamation, and retaliation against whistle-blowers. Such claims can carry
exposure to monetary damages and risk reputational damage. To protect against these risks,
companies should have clear policies and procedures for hiring, promotion, and compensation
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and robust programs for educating employees about their legal obligations and supervising
compliance with them. The policies should be reviewed and updated as appropriate to reflect the
most recent legal developments and should be clearly documented in employee handbooks and
other sources of employee information. In addition to compliance with employment laws and
regulations, attention should also be given, as noted above, to the incentives that a company’s
compensation structure may create with respect to risk-taking and risk-avoidance behavior.

Social Responsibility and Human Rights

A company’s alleged complicity in human rights violations in foreign countries
where the company does business can expose the company both to legal liability and to
reputational damage. The suit filed by the Presbyterian Church of Sudan against Talisman
Energy in 2001 for its alleged complicity in atrocities committed by the Sudanese government is
an example. Although Talisman’s motion for summary judgment was granted in 2006, the
allegations were covered extensively in the press and mired Talisman in legal proceedings for
several years. Social responsibility is also increasingly a subject for shareholder activism, with
the attendant publicity that this can entail. There are also indications that companies may come
under increasing political pressure in the future to focus attention on social responsibility and
human rights in the operation of their business. For example, a June 2008 report presented to the
United Nations Human Rights Council, supplemented in April 2009, proposed a framework
providing that companies bear the “responsibility to respect human rights,” that the state has a
“duty to protect” against human rights abuses by companies, and that both the state and
businesses must provide more effective access to remedies for human rights violations.

A series of reports for the United Nations has also been commissioned as to how
corporate law principles and practices in various jurisdictions “foster corporate cultures
respectful of human rights.” In addition, several countries have recently adopted legislation or
revisions to existing corporate laws and policies with respect to social responsibility, such as the
U.K. Companies Act requiring directors to “have regard” for the impact of the company’s
operations on the community and the environment.
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